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A certificate packet is generated from the 
first port and delivered to an access point 
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The access point receives the certificate packet 
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The identifying module verifies the legality of 
the content of the certificate packet 
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The identifying module generates 
a verification signal and transmits 
it to the certificate server 
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The certificate server 
generates a p air of crypto-keys 

I 



/-150 



160 



The certificate server transmits to the pair of 
crypto-keys from the access point the first port 
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The 
document- 
transmitting 
block by 
the hash 
method 
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The user at the first port 78 transmits 
the public key 85 through the access 
point 72 to the second port 78 

I r 1 0 

The encryption module 84 encrypts a 
plain text to a ciphered text with the 
private key 87 and a second algorithm 




The ciphered text is transmitted to 
the second port 98 through the 
access point 72 




The decryption module 96 decrypts 
the ciphered text with the public key 
85 and a third algorithm 
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The user at the first port 78 transmits 
the public key 85 to the second 
port 98 through access point 72 




The encryption module 94 
encrypts a plain text to a ciphered 
text with the public key 85 and the 
second algorithm 




The user at the second 98 transmits 

the ciphered text to the first 
port 78 through the access point 72 




The decryption module 86 decrypts 
the ciphered text with the private 
key 87 and the third algorithm 
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The user at the first port 78 transmits 
the public key 85 through the access 
point 72 to the second port 98 
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The document is converted into a first value 
with the fourth algorithm at the first port 78 
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The encryption module 84 encrypts the first 
value to an encrypted first value with the private 
key 87 and the second algorithm 
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The user transmits both the document and 
the encrypted first value to the second 
port 98 through the access point 72 
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The encryption module 96 decrypts the 
encrypted first value with the public key 
85 and the third algorithm 
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The document is converted to a 
second value at the second port 98 
with the fourth algorithm 



V 



-460 



Compare the second value and the 
decrypted first value at the second port 98 
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The user at the first port 78 transmits 
the public key 85 through the access 
point 72 to the second port 98 
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The document is converted into a 
first value with the fourth 
algorithm at the second port 98 
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The encryption module 94 encrypts 
the first value with the public key 
85 and the second algorit hm 
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Both the document and the encrypted 
first value are transmitted to the first 
port 78 through the access point 72 

The encryption module 86 decrypts 

the encrypted first value with the 
private key 87 and the third algorithm 



The user at the first port 78 makes use 
of the fourth algorithm to convert the 
document into a second value 




Compare the second value and the 
decrypted first value at the first port 78 
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